Create Google Workspace Service Account

How to Get Started:
Before Integrating with Google Classroom your school MUST have the following:

e Administrator Security Permissions for FACTS SIS

e A Google Workspace Admin Account

e Google Workspace configured for Linking to FACTS SIS

o The Google Classroom SIS Integration requested through your FACTS SIS Account Manager

Create a service account

1. In your Internet browser. navigate to https://console.cloud.google.com/ &

2. Click My First Project or Select a project. (Option dependent on whether vou have existing projects.)

= Google Cloud Pltform

3. Click New Project.

| newproJECT | ! |

4, Type facts-sis-integration-project as the Project name.

Mew Project
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CREATE CANCEL

5. Click Create.
A Create Project notification displays.

Motifications

/° Create Project: facts-sis-integration-project 1 minute ago

&, Click the project name in the Motifications popup, then confirm the project is now displayed in the project selection drop-down list.

= Google Cloud Platform | 2= facis-sis-integration-project = I




Enable Google Classroom APls

1. From the Goozle Cloud Platform screen, if the left navigation window is not visible, click =.

2. Using vour mouse, hover over APls & Services, then click Library.
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3. Type Google Classroom APl in the search box. Note: The search field may be slow to respond when you start typing.

Welcome to the API Library

The AP Libwary has documentation, links, and a smast search expenence.

]

Q,  Search for APIg & Services

4, Select the Google Classroom API.
Q,  classroom

1 result

Google Classroom AP|
Google

Pravision and manage your
Classroom courses.

5. Click Enable.

Google Classroom API

Google
H Provision and manage your Classroom courses,

ENABLE TRY THIS API 7

&, From the APls & Services menu, click Library.
7. Type Admin SDK APl in the search baox.

8. Select the Admin SDK APL.

9. Click Enable.




Establish credentials and service account key

1. From the Geogle Cloud Platform screen, click =.

2, Using yvour mouse, howver over APls & Services, then click OAuth consent screen.
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# Getting started Domain verification

3. Select the User Type of Internal.

QAuth consent screen

Choose how you wan to configure and register your app, including your
target users. You can only associate one app with your project.
User Type

(®) Internal @

Only available to users within your organization. You will not need 10
submit your app for verification.

QO External @
Available 1o any user with a Google Account.

CREATE

4. Click Create.
5. Type FACTS GClI for the Application Name.

Application name
The name of the app asking for consent

FACTS GCI

Application logo
An image on the consent screen that will help users recognize your app

Local file for upload Browse




4, Click Create.
5. Type FACTS GCl for the Application Name.

API APIs & Services
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O+ Credentials

i OAuth consent screen

Domain verification

o Page usage agreements

8. The APls Credentials popup displays.

-+ CREATE CREDENTIALS B DELETE

API key

OAuth client ID

Requests user consent so your app can access the user's data

€ Identifies your project using a simple API key to check quota and access

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose
je Asks a few questions to help you decide which type of credential to use

. Click + Create Credentials, then select Service account,

10. Type facts-sis-integration-sa in the Service account name field, then click Create.

Service account details

CREATE

Service account name
facts-sis-integration-sa

iRy name far this cervice account

Service account ID
facts-sis-integration-sa

Service account description

Describe what this service account will do

CANCEL

@unopian-medium-270914.iam.gservicea X G




11. In Service Account Permissions, do not select a role. Click Continue.

Service account permissions (optional)

Grant this service account access to My Project 3956 so that it has permission to
complete specific actions on the resources in your project. Learm mare

Condition
Select a role Add condition

=+ ADD ANOTHER ROLE

I CONTINUE CANCEL

12. Click Done.

Grant users access to this service account (optional)

Grant access to users or groups that need to perform actions as this service account.
Learn more

Service account users role e

Grant users the permissions to deploy jobs and VMs with this service account

Service account admins role e

Grant users the permission to administer this service account

& -

13. Click i under Service Accounts.

Service Accounts Manage service sccounts
0O Emad Name 4 Usage with all
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O Liam.gserviceaccount.com update 7012020 0 F u

14. In the Keys area, click Add Key, then click Create new key.

Keys
Add a new key pair or upload a public key certificate from an existing key pair. Please
note that public certificates need to be in RSA_X509_PEM format. Learn more about

upload key formats

ADD KEY ~

Create new ke
y Key creation date Key expiration date

Upload existing key




15. Select the Key type of JSON, then click Create.

Create private key for "o

Downloads a file that contalns the private key. Store the file securely because this key
can't be recovered if lost.

Key type
® JSON

Recommended

O P12

For backward compatibllity with code using the P12 format

CANCEL CREATE

14. The service key (.json file) is typically automatically saved to the default Download folder for vour browser, but some

browsers may ask for a location where you'd like to save it.

Private key saved to your computer

£ facts-sis-integration-project-«-« « =« . json allows access to your
cloud resources, so store it securely. Learn more

CLOSE

17. Click Close.

Important
A This file contains a private key that is required for communication between FACTS 515 and Google Workspace.

Locate unique ID

1. In the Service account details area, copy the complete Unique ID and paste itin Motepad or Word: yvou will need it later.
MNote: Firefox may not let you highlight the Unigue ID.

Service account details

Name
{acts-sis-integration-sa

Descriptian

Ermail
TaCTS-Si5-INEgranon-sa@vaiued-aoor-238 72 Inm . gserviceaccoun. com

Wnigue 1D

2. If yvour account displays a Show Domain-Wide Delegation option:

a. Click the down arrow to show additional options.

!V SHOW DOMAIN-WIDE DELEGATION 1




b. Check the box for Enable Google Workspace Domain-wide Delegation.

?Eﬂahle G Sulte Domain-wide Delegation |
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3. Click Save.

Add APIs

These steps are completed in the Google Workspace Admin Console.

1. Mavigate to admin.google.com.

2. If prompted. log in to Google using vour Google Workspace administrator credentials.
3. Click Security, then click APl Control.

4, Click Manage Domain Wide Delegation

Domain wide delegation

Developers can register their web applications and other AP clients with Google 1o enable access to datain
Google services like Gmail. You can authorize these registered clients to access your user data without your
users having to individually give consent or their passwords. Learn more

MANAGE DOMAIN WIDE DELEGATION

5. Click Add New.

APiclients | Addnew |

&, Under Client ID, type or paste the Unigue 1D vou saved from step #1 in Locate Unique ID (previous section abowve).

Add a new client ID

..~ Paste Unique Id here

LAlent i

_ Copy API string
g below & paste here

Oauth scopes [comma-delimited) &

G

CANCEL AUTHORIZE

7. Copy the entire string of APIs below and paste in the OAuth Scopes field.

https://www.googleapis.com/auth/classroom.courses, https://www.googleapis.com/auth/classra
3

1B




8. Click Authorize.
A confirmation screen displays with vour Unigue 1D and domain information.

API cliems Add new

4+ Adda filter Your Unique 1D

Hame Cllent 10 J Scopes

Facts GCI Jeuhiclassioomcourses L JSfauth/classroomuosters . +6 More

ﬂ MNote
v It may take up to two hours for the system to finish the AP| client and scope setup before FACTS 515
configurations can be completed.




